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Hi, folks, and thank you, Alison. I appreciate the chance to be here and talk to you folks today.
A quick content alert, before I get started. I am going to mention some human-rights atrocities that Facebook enabled—VERY briefly, not graphically, certainly no images,
but even so, I don’t want that to be a sudden and terrible shock for anyone. If you need to leave this session because of that, I completely understand.

And I should also mention that I am a co-investigator in the Data Doubles research project, which is investigating student attitudes toward privacy with respect to learning
analytics and particularly library involvement in learning analytics. If you’re interested, you can find out more at datadoubles dot org.
This is not a Data Doubles presentation, however. This is just me, and nobody but me is responsible for what I say today. And yes, a lot of what I’m about to say will
sound pretty contrarian compared to what’s going on around us today. My hope for today is that you leave thinking that at least it’s a NECESSARY contrarianism, not a
pointlessly obstructionist one.

So, I built a course last summer called Digital Privacy, Safety, and Security, and I’m teaching it again this spring. I brought a couple copies of the syllabus with me if
anybody wants to see it, but basically, it’s a tech-light, no-prereqs introduction to information security, with a few side trips into surveillance issues where they intersect
with infosec.

“So, what’s new
in privacy and security
this week?”

And each class session, I kick it oﬀ with this question: So, what’s new in privacy and security this week? Because, you know, current awareness is a learned skill, and
also, I’ve found over time that a lot of students—even the ones self-selecting into an infosec course!—don’t see security news, or don’t understand the relevance and
seriousness of it, so helping them kind of calibrate their scales on that is useful.

“FACEBOOK’s in trouble again.
What is it THIS time?”

And Facebook has just been a gift to me teaching this class! Because I can always follow up whatever news stories students bring in with “Facebook’s in trouble again.
What is it THIS time?” There’s. Always. Something.
So, let me toss this out there to the room. What-all IS Facebook in trouble for, privacy and security-wise? Legal trouble, reputational trouble, whatever, it all counts.
Alison, can we pass the mic please?
(convo starters if needed:)
- Rohingya genocide
- mob attacks/murders in South Asia
- fake news dissemination; Russia in the 2016 election
- passwords in plain text; third-party data consumers leaving data on open Amazon servers
- voter suppression by ad targeting to African-Americans
- FTC consent decree violation
- emotional contagion “study,” no notice or consent
- redlining housing and job ads
- Cambridge Analytica: handing over data w/o user notification or consent
- ad targeting to e.g. anti-Semites and racists
- shadow profiles of non-users

So I think it’s safe to say that none of us wants to be in Facebook’s shoes right now, or possibly indeed ever. Facebook has completely and utterly SQUANDERED all the
goodwill and trust it ever had, and deservedly so. They are DEEP in legal trouble, it’s only gonna get worse for them, especially in Europe, and deservedly so. Nobody
trusts Facebook.
And I just want to say, as an instructor in this institution, that my work runs on trust. If my students don’t have a base level of trust in me, I can’t do my job. And it’s not
enough for them to trust me—they have to trust the iSchool, and they have to trust the entire institution. If either or both of those lets them down badly enough, there’s
nothing I can do to make them trust me. I’m tainted by association.
So yeah, if the U-Dub pulls a Facebook with student Big Data, I will not escape the fallout even if I had nothing to do with it. I’m begging you, please, PLEASE don’t do
that. Do not destroy student trust in you, in me, in US.

It’s really easy to think “but hey, we’re not The Zuck or The Sandberg, we’re the good people wearing the good shoes! We’re here to help, we’d NEVER do any of the
horrible things The Zuck and The Sandberg have been up to all this time!”
I mean, I’m a librarian, right? We librarians are practically INDOCTRINATED into believing we’re the good people wearing the good shoes no matter what—thanks to
Fobazi Ettarh, there’s actually a phrase for this belief in librarianship now, “vocational awe.”
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But are we at this institution beyond reproach? Really? Look at this flyer that was plastered all over the School of Engineering a year ago. Wanna be the next Zuckerberg?
it proclaims. Sure, I’m totally down for destroying civil societies all over the world and bringing Jeremy Bentham’s wildest panopticonnic dreams to life, sounds
greeeeeeeeat.
Like, did any of us besides me and Mar Hicks talk about this with our students or our colleagues? Did we at least have the grace to cringe at this? Are we cringing now?
I want each and every one of us to hold in our souls, to sit with the truth that SOMETIMES WE ARE NOT THE GOOD PEOPLE. I’m not, you’re not, we’re not. The shoes
we wear are sometimes bad, folks!
Anybody wanting to lead in a Big Data environment absolutely needs that self-questioning. It’s exactly what Facebook has never had. And tying this idea to today’s
meeting theme, what I’m doing today is using Facebook’s screwups as useful hindsight, 20/20 hindsight, so that we have FORESIGHT into how we here in higher ed can
also screw up. And then we can, I hope, avoid it. Because wow, we SO DO NOT want to become the next Zuckerberg. Make sense? Okay.

ENTITLEMENT

Maybe the biggest thing Facebook did wrong that they’re in major trouble for now was feeling a total entitlement to any data they can grab from anyone they could grab
it on or from. The Zuck and The Sandberg never even ASKED themselves if maybe, just maybe, they were not entitled to know. “We CAN collect these data, therefore it
must be okay to!” they said.
“Nobody even knows we’re collecting these data, so who’s to object?” says the Facebook terms-of-service agreement, merely by being fifty gazillion pages of dense
legalese.
“It’s our business model, so that automatically makes it okay!” Gotta pay back those venture capitalists, that’s clearly the most important thing ever. “We only collect user
data to improve our service!” Like, did these people EVER believe the stuﬀ coming out of their mouths?

It so happens that I deleted Facebook before deleting Facebook was cool. No, I really did, it was so long ago I can’t even remember exactly when I did it, but it was
around the time the Facebook Beacon thing broke.
Yet Facebook still knows things about me. It compiles what are called “shadow profiles” on non-users, through web bugs and buying data oﬀ data brokers. Soooooo… I
left Facebook to stop them tracking me, and they still think they’re entitled to do it? And to use that data however they feel like? And I can’t do anything about it because
I’m not a Facebook user? What even IS that, other than Facebook seriously, seriously overstepping?

But Facebook thinks it’s okay, so Facebook tosses out this incredible stream of baﬄegab self-justification, and what little tech-press reporting comes from inside
Facebook indicates that it’s semi-cultish all up in there, if you critique anything at Facebook you’re out the dang door, everybody else guzzles the Facebook Kool-Aid.
But does that self-justifying atmosphere sound familiar to any of y’all? Have you heard a similar dumpster fire of empty rationalizations from people you know in Big Data
spaces? Because I kinda have, including inside my own profession of librarianship, which is breaking my heart, this is not supposed to be what we’re about! And I just, I
NEED all of us to be constantly questioning our entitlement to collect, store, analyze, share, and sell data about students.
Sometimes we are NOT ENTITLED to do what we’re thinking about doing, to know what we want to know. I hope that’s obvious, but… it doesn’t seem to be, always.
Now, I gotta warn you, fighting data entitlement is not going to make anybody popular. I do not expect to be real popular after this talk today. But my popularity is not as
important to me as the safety and freedom and dignity of my students, so here I am.

SURVEILLANCE
CREEP

Unexamined entitlement to collect, analyze, and share data is part of how we get what social scientists and historians call surveillance creep—the reuse and
augmentation of existing data for new and sometimes nefarious purposes that weren’t originally planned for or even imagined.
And social scientists say ruefully that surveillance creep is hard, if not impossible, to stop. In other words, you MUST expect any data you collect and store to be used for
purposes you didn’t intend—and quite likely wouldn’t approve of. And that expectation, that foresight, needs to condition how much data you collect and store.

After all, this is kind of how we got to Cambridge Analytica, right? Supposedly they and Facebook were collecting silly quiz data because silly quiz data, or maybe
because advertising.
Ha ha, joke’s on us, Cambridge Analytica was trying to use the data to throw elections! Whether they were successful or not, and that one’s debatable, just the idea that
using people’s data to manipulate them at scale is not only possible, but in fact COMMON—this article here is about marketers doing it—this should maybe give us
pause about collecting and using data.
Because the answer to surveillance creep is data minimization—intentionally and consciously NOT collecting data even when you could.

Now, us. As a matter of course, we collect a lot of data about employees and students to make the work we do here possible. Even before our students BECOME our
students, the application oﬃce grabs up a whole lot of financial and educational and demographic and even health data on them—and if we’re lucky, that’s all, I keep
reading about social-media surveillance tactics on applicants that really gross me out, and I hope that’s not happening here. And we never throw this data away, as far as
I can tell.
And when students actually get here, wow, huge bonanza of available data—Wiscard swipe data and Canvas data and wifi use data and library use data and geolocation
data and actual video surveillance data in some places on campus and I could go on for hours, but that’s not actually the important bit. The important bit is, students give
us these data—when they actually give it to us and it’s not just a case of us taking it from them—students give us data for specific purposes. Purposes of THEIRS, not
ours.
And when we decide to reuse that data for other reasons? Or collect data that we didn’t collect before because we can and we think the data might be useful—useful
FOR US, not necessarily for students? And when we do it without ever consulting students about the collection OR the reuse OR the purposes behind it all? When we do
that, we are not only increasing surveillance in an already heavily oversurveilled society, we are LEGITIMIZING it, normalizing it. We are telling students, implicitly if
nothing else, that surveillance is fine and great and helpful and they should just expect it and never question it.
I don’t think that’s a message we should be sending our students. It’s a swift road to dystopia.
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Big Badger Is Watching You! Love Big Badger!
(Hey, when I reference Orwell, I do it with badgers.)
No, but that’s a pretty big ethical line we’re crossing there. And I’m not sure we’re thinking enough about that.

CARELESS SHARING,
INSECURITY

Another bad thing that the entitlement fuels is sheer carelessness with data. Sure, let’s collect every piece of data we can imagine, throw it in a single big bucket, and
spray it indiscriminately at partners, what could possibly go wrong?
“But we took out the personally-identifiable information!” says every sketchy surveillance outfit everywhere. Look. Y’all. The more data that’s collected on people, the less
meaning P-I-I even has. With enough information about us, we’re all identifiable, it doesn’t even matter if our names and social-security numbers get taken out. And in
Facebook’s world of inescapable surveillance, that information absolutely exists.
So careless sharing and imperfect security—and no security is perfect, that’s Information Security 101—these are real dangers to all of us.

And we’d be here all day if I seriously got into talking about the way Facebook sprays data carelessly everywhere and has gotten caught with absolutely laughable
security practices. So I’ll just mention the latest outrage of many—lots of Facebook’s developer partners are as trustworthy as the average weasel—and now I’ll move on.

So, do I need to explain what Unizin is to anybody in this room? I’m happy to, just raise a hand. (IF HAND RAISED: Okay, so the Unizin Consortium, which UW-Madison
belongs to, is a group of universities trying to solve problems around learning-management systems, educational resources, and—this is key for us here today—student
Big Data. The Unizin Consortium is how we have Canvas.)
Unizin’s got big plans for a thing they’re calling the Unizin Data Platform. Basically that’s it, that’s higher-ed Big Data right there, and their vision is actually that UWMadison’s Big Data gets dumped into a giant single system with the Big Data from everybody else in the consortium, and as far as I can tell any school in the consortium
can access and analyze the whole shebang, not just the data from their institution but the data from the entire consortium.
Am I confident that these Privacy and Security Councils they’re talking about here ensure that the data will only be used for good, by people who have student best
interests in mind? No rogue insiders? No leaks, no hackers going after this single Big Red Target? No zero-day exploits aﬀecting the infrastructure ever? No successful
social engineering attacks? No reidentification attempts? No third-party developers or other partners waving data extracts in the breeze on an unsecured cloud server or
visualization platform?
Yeah, no, I’m not confident of that at all. I’m scared half to death of this thing, and how quietly and casually it’s being implemented. I’m not a prophet, I don’t have a
crystal ball, but wow, so many ways putting all your data eggs in one basket can go thataway. Ask Equifax if you don’t believe Facebook.

SECRECY AND LIES

And, you know, secrecy and lies also go right along with the whole entitlement thing—The Zuck and The Sandberg will do just about ANYTHING to keep pretending
they’re entitled to spy on us, so they regularly as a matter of course keep secrets and tell lies about what they’re actually doing. As transparent as lead.
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Kashmir Hill, who is a terrific journalist on the privacy and security beat, asked Facebook if they were letting advertisers get at, like, cell phone numbers and email
addresses of people who didn’t even give Facebook that information, much less permission to use it. And Facebook said “nope, not us, we’d never”—and then Hill and
some researchers proved it, whereupon Facebook finally, grudgingly admitted it.
Let me say this again: FACEBOOK LIED TO A JOURNALIST ABOUT USER PRIVACY. And that was AFTER trying to keep the whole mess secret. And if you’ve been
following news coverage of Facebook at all, you know that this is a PATTERN with them!

A couple of weeks ago, this story popped up out of British Columbia. A student at UBC, which is a Canvas school, made a sunshine-law request to know what data
Canvas had on him. And the school’s first decision was to yell NO, YOU CAN’T KNOW THAT.
Y’all. Really? How very Facebook of them. It’s a perfectly reasonable question. In the spirit of respecting student inquiry if nothing else, UBC shouldn’t have needed a
sunshine-law nudge. They should have been forthcoming in the first place!

We’re a Canvas school too, obviously. How many people in this room feel they fully understand exactly what data is collected about student and instructor use of
Canvas, where and for how long those data are stored, how they are protected, and who has access to them for what reasons? Anybody? (IF THERE IS A RAISED
HAND: Awesome, can I get, like, an hour of your time sometime so you can explain it to me?)
Because I don’t. I don’t feel I understand this at aaaaaaaaaaaaall. And I certainly don’t feel that anyone’s made an eﬀort to communicate it to me. In my book that’s a lie
by omission. The only thing I DO know is that there isn’t an oﬀ switch in Canvas for behavioral tracking. I can’t turn it oﬀ, not for myself and not for my students, and I
can’t control who has access to that data about my classroom. And I just want to point out, that’s a significant diﬀerence from the physical classroom, which I as
instructor absolutely can insist be free of surveillance and tracking.
So. I went hunting, and I found this thing called the Unizin Common Data Model that Unizin wants to use for its giant bucket of student Big Data. And the entityrelationship diagram for the data model was down for the count when I was putting this talk together, but I could look at a huge data dictionary page instead. Oh my.
Demographic info, family info, financial info, DISABILITY AND HEALTH INFO at a level of detail that—I mean, toward the bottom here, we have Trimester When Prenatal
Care Began, Weeks of Gestation, Weight at Birth, what even IS THIS? And homelessness status?
Yeah, no way any of THAT data could be abused ever. And that’s BEFORE we even get to any questions about Canvas’s behavioral tracking.
Sooooooo… why isn’t this data model and associated data dictionary common knowledge? Why isn’t it being talked about? I really kinda wanna know.
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I’d like us to do better than Facebook here, please. No secrets. No lies—including lies by omission. Explain all this. To everyone. Clearly. The way this librarian is
explaining board games.
And I want us to pay really close attention to any feelings we have of “oh gosh, we can’t tell them, they’d be furious!” or “oh gosh, we can’t tell them, they Just Wouldn’t
Understand!” Because those feelings are important. Those feelings are our backbrain telling us that we might be doing something bad and then trying to hide that from
the people we’re doing the bad thing to. And that is not how we be The Good People Wearing The Good Shoes.

MANUFACTURING
CONSENT

And then there’s the question of not just whether we were informed about all this surveillance, but whether we consented to it. And so that you know, law scholars and
information scientists pretty much say that the usual clickthrough agreements used to get something vaguely resembling consent are broken. They don’t meaningfully
inform anybody, nobody reads them because who has time and they’re written for lawyers, not us, and, just—let’s not pretend, those things are not consent in any
meaningful way.
So it’s not okay to hide behind them, to think that any old kind of data collection or analysis or sharing is okay because the data subjects supposedly consented with a
click or two, or even a signature. They didn’t. Not really.

Facebook, of course, takes lack of meaningful consent to the usual extremes. There was the “emotional contagion” study a few years ago, where Facebook manipulated
people’s newsfeeds to see if it could upset them. Consent, what consent? More recently, Facebook got caught paying teenagers—an economically and intellectually
vulnerable population—to install spyware on their phones. Awesome.

So yeah, let’s maybe remember that a lot of our students are teenagers too. Not to mention economically and intellectually vulnerable.
Going back to UBC, the consent process for Canvas data collection worked amounted to a legalese waiver signed when students get their equivalent of a netID. Like, in
what universe can somebody realistically say “no, I do not consent” at that point? This is forced consent, which isn’t consent at all. It’s also not informed consent, as the
student, Bryan Short, notes at the top here.
And then Bryan tried to opt out of using Canvas at all to keep it from tracking him, and y’all can probably guess how THAT went, right? There just wasn’t a reasonable,
usable alternative for him. So why even bother asking him to consent, when he can’t realistically say no?

EXPLOITING
POWER
ASYMMETRIES
Another way to think about consent manufacturing is as exploiting asymmetries of power. Think back to how YOU felt as a brand-new undergrad. Overwhelmed, small,
and scared, if you were anything like me. So somebody from the institution, automatically an authority figure, this person comes up to you waving fifty pages of legalese
that amount to “we wanna watch you like a bug under a microscope, is that okay?” Of course you’re not gonna say no, much less “ew, gross, stay out of my life!” You’re
feeling overwhelmed, small, and scared and here’s this person with power who wants something from you!
It’s not okay to do this and call it consent. It’s legal, yeah, but it’s not okay! It’s a total trust-destroyer!

Forced consent
Consent with
no real alternative
Consent-by-legalese
Consent by
not clearly informing

IS NOT
GENUINE
CONSENT.

So to sum up, what we see a lot at Facebook and even in higher ed is using power and knowledge asymmetries to ram something that looks like consent but actually
isn’t down people’s throats.
Now, Facebook’s gonna Facebook, but here in higher ed, as I keep saying, we’re a trust enterprise. We actually need genuine consent.
*read slide*

REINFORCING
BIAS AND
OPPRESSION
I’ve talked mostly about Big Data collection so far, but I do want to talk about one side eﬀect of Big Data analysis: reinforcement of existing bias and oppression.

So, we’ve probably all heard that the Department of Housing and Urban Development is suing Facebook for redlining housing and employment ads. Old news, right?
Because it gets worse. Some researchers just found that even if advertisers WANT to cast a wide, unbiased net on Facebook, Facebook’s recommender system goes
ahead and discriminates by race and gender anyway. Facebook’s ad recommender cannot figure out how NOT to be racist and sexist. Awesome!
But for once, this is not an outlier result, this is not Facebook going above and beyond to be horrible. Facebook’s right in line with other Big Data and machine learning
and AI projects here. Because we live in a biased society, Big Data from and about us intrinsically carries bias. Biased datasets are used to train recommender systems,
which produce, surprise!, biased results. Over and over and OVER AGAIN we have seen this with search engines and recommender systems and predictive analytics and
other Big Data-fueled tools, yet STILL we implement and plan to rely on them.
There’s a saying about doing the same thing over and over again while expecting diﬀerent results…?

One place that recommender systems are coming up in higher ed is with advising. Let’s let recommender systems route students to courses, let’s let them route students
to majors. And we can do it better if we throw Big Data about students at this problem, right? Right?
Yeah, no. I teach this other course called Code and Power that discusses the demographics of IT industries and IT education. I know EXACTLY what’ll happen if course
recommender systems use demographic data to point students at courses and majors. Even fewer people who aren’t white or Asian men will be pointed to most STEM
courses and majors, that’s what’ll happen, because that’s what we have NOW and the recommender system will see that pattern and reinforce it. That’s what
recommender systems are designed to do! See patterns and reinforce them!
And please don’t tell me that you’ll just leave out demographic info and it’ll be fine. It will not be fine, because patterns of racism and sexism in STEM are easy for
algorithms to spot even if you take the specific race/ethnicity and gender variables out. Key phrase is “proxy variable,” look it up, and understand that the student
transcripts advising systems rely on will be full of proxy variables.
Look, computers do not have ethics. They don’t have cultural competency. They don’t even have the consciousness of human society and its issues that would enable
them to develop ethics and cultural competency. This makes it a pretty bad idea to rely on them in situations that require ethics and cultural competency.
Such as advising.

INDIFFERENCE
TO HARM

The utter indiﬀerence within Facebook to the incredible amount of harm that Facebook has done to the world, I can’t get over this. It’s so stark, and so awful.

SERIOUSLY, FACEBOOK?!

Facebook didn’t care that it was letting anti-Semitic and white-supremacist organizations target ads to more of the same. They DID NOT CARE that their platforms were
helping people attack and murder other people, from individual murders all the way on up to actual genocide. ACTUAL. GENOCIDE.
That sweet, sweet ad money their surveillance gets them, that’s all Facebook cared about. Until it became an image problem for them. And even now, they care about
their image, not the harm. They’re trying to deflect responsibility, not cut down on the horrific crimes they’ve enabled.

former

But we’re higher ed, right? The Good People Wearing The Good Shoes? How bad could it really get here?
I want to show you a couple of real-life situations that suggest how bad surveillance and predictive analytics could get in higher ed. This guy here is Simon Newman,
formerly president of Mount Saint Mary’s University. And the school was having rankings trouble, so Simon’s bright idea for fixing it was… kicking out academically
struggling freshmen at the first available opportunity. What a mensch, right?

But it gets worse. Newman is alleged by the Mount Saint Mary’s student newspaper to have told protesting faculty “This is hard for you because you think of the students
as cuddly bunnies, but you can’t. *CLICK* You just have to drown the bunnies…” and I’m not even quoting the rest of it, it’s so awful, if you want to know you’ll have to
look it up.
I hope there aren’t any Simon Newman types in this room, people who can treat students with that level of dehumanization and indiﬀerence. I hope there aren’t any at this
UNIVERSITY. But I’m not quite prepared to swear that. This is a big place, I don’t know everybody in it! I don’t even know everybody in this room!

And for people who are all about drowning bunnies, Big Data about students is a real good way to find bunnies to drown. Just ask the University of Arizona, where a
business prof predicted likely freshman dropouts by surveilling their ID-card use. Where Arizona’s IRB was in that I honestly have no idea.
So. One thing we have to have foresight about, have to predict and design against as we lead higher ed in the midst of Big Data, is how we’re gonna find and deal with
the Simon Drown the Bunnies Newmans among us, and how we’re gonna protect our students from them. How does student Big Data NOT become their weapon of
choice?

Nothing about
without

Here’s one suggestion I have on that score. NOTHING ABOUT THE BUNNIES WITHOUT THE BUNNIES.

Nothing about
STUDENTS
without
STUDENTS

Less flippantly, nothing about students without students. Besides my infosec students I invited here today, hi y’all, are there any students in this room?
Huh. That’s maybe not real foresighted of us, is it?
Let’s fix that next time.
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So. Ending the rant now. If you’re relieved… honestly, so am I. What we’re left with is, what the heck do we DO? How do we demonstrate—not just say, but
DEMONSTRATE—that we care more than Facebook does about the harms that Big Data can do? How should we bake our care into our policies? our procedures? our
communication?
Because just saying “We take your privacy and security very seriously” doesn’t cut it any more, if it ever did. How many times has Facebook said that? Who believes it
any more?
I hate to say it, but there isn’t as much good guidance out there as I wish there were. It’s kind of the Wild West still. A lot of our existing ethics infrastructure, like IRBs,
isn’t really set up to handle this new reality either. I mean, find me and ask me, I teach this stuﬀ, I can often point you to what little there is. But if you’re going to be in this
space, you HAVE to lead on ethical issues. You have to be a leader with a lot of foresight, because there’s almost no one to follow!
I think asking questions is a big part of how we lead on this. Ask questions, when you’re feeling some Big Data surveillance coming on. “Are we actually entitled to collect
or use this data? When should we delete it? How are we going to tell students this is happening? Isn’t this surveillance creep? What harm could come to our students
from this? How do we not be Facebook?” We ask, and we keep asking.

Another piece of leadership we can embark on right now—seriously, now is a perfect time to do this—is start pushing policy statements through the appropriate campus,
consortial, and IT governance groups.
I think there are two existing frameworks well worth considering as such statements are drafted, and I brought a few print copies of each of them. If I run out, don’t worry,
they’re both readily available online. One is Ann Cavoukian’s Seven Foundational Principles of Privacy by Design. The other one is brand-new and it was designed for
kay-twelve, but I think it works almost as well in our environment. It’s called Principles for School Safety, Privacy, and Equity.
And if you want an example governance resolution, there is one! Billy Meinke-Lau at the University of Hawai‘i at Mānoa got a set of privacy principles and practices
through their faculty senate, and I have the link bookmarked, would be happy to share it.

SURVEILLANCE
CREEP

And because most of you in this room, I’m guessing, aren’t instructors, you may be wondering what’s in it for YOU, doing all this tiresome policy work. I get it, I don’t like
policy meetings either, and I co-chair a policy committee!
One reason is that surveillance creep isn’t just limited to data reuse. The term is also used for how surveillance starts out looking at just one powerless group… and then
escalates up the power scale. You think it’s just students who’ll have their every move watched? Ha. We’re all next. History and social science tell us that’s how
surveillance works.
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And let me ask you this. Who ends up the scapegoat when IT professionals implement really bad privacy and security decisions made far above them, and those
decisions suddenly blow up in everybody’s face?
I know the answer. I know you do too. But if you need a hint, read up on the career of Facebook’s former Chief Information Security Oﬃcer Alex Stamos. It ain’t pretty. I
also saw a piece in the tech press a couple months ago saying that former Facebook employees are having trouble getting new jobs because prospective employers are
all like “um… where were you when all that society-destroying stuﬀ was going down at Facebook?”
I don’t want any of you to face awkward questions like that. You NEED good policies backing you up, because you can’t know which top administrator is gonna pull a
Simon Drown the Bunnies Newman on you and then blame you for it.

Thank you!
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I wouldn’t be standing here if I thought it was too late. It’s not too late! We CAN avoid becoming the dumpster fire that is Facebook. It will take foresight and it will take
leadership, and I hope y’all will help provide those.
Thank you.

